Enterprise Branch IT
Solution Brief

Zynstra delivers enterprise-grade Hybrid IT as a Service,
enabling organizations to benefit from on-premises
performance and security, while being able to scale
to support thousands of sites.
Key Benefits
Zynstra enables you to choose the
right blend of local and cloud IT to
scale with your business, without
the need for upfront capital costs
or expensive future upgrades

Branch offices, retail, hospitality and industry have common requirements when delivering IT to
multiple sites: The IT must be enterprise-grade offering the same level of service and security
that head-office enjoys; The IT must be managed remotely to minimize cost and maximize
business continuity.
Whether the requirement is for core office IT functions, legacy server consolidation, PCI
compliance or data distribution, a single Cloud Managed Server Appliance comprizing security,
storage, private cloud and network functions can ensure IT is delivered with the lowest possible
deployment and management costs.

•

Reduces IT infrastructure
costs by up to 60%

•

All the IT you need. For a
simple monthly fee

•

Easy to manage and always
kept up to date

•

Rapid installation with
pre-built provisioning

•

Scales to your business needs –
for now – and in the future

•

IT is complicated enough without having to manage the challenges around remote office,
branch office, or retail site deployments. Delivering IT to multiple locations, whether in your
home country or abroad, is a challenge.

Maintenance free IT reduces
server admin by 90%

Too much physical infrastructure

•

Flexible compute and storage
resource options

As the IT requirements of an organization change, it is common to see an array of servers,
switches and routers on-premises, even for sites with few IT users.

•

Enhanced security that goes
beyond standard Firewall 		
and Anti-Virus solutions

Not only is this an IT architect’s headache, it also makes management of systems time
consuming and increases the cost of fixing or replacing any faulty equipment.

Multi-site organizations can enjoy for the first time cloud managed, hyperconverged technology
that makes possible new levels of savings on the costs associated with buying, running and
maintaining IT.

Branch IT Challenges

Inconsistent systems
Depending on when a site was established, and whether that site was brought in to the
organization through growth or business acquisition, it is likely IT equipment, software and
procedures will vary significantly.
Delivering reliable security, performance, and efficiently rolling-out new services or applications
can become time-consuming, or may even be impossible, if the IT resources on each site use
inconsistent platforms.

Slow to set-up
For some businesses, agility is essential. Being able to set-up the IT for a new office, retail site or a
mobile site, must be possible in hours, not days. But rarely is this the case if multiple devices need
to be specified, purchased, built, configured and integrated with corporate IT and cloud services.

Poor service-levels
Inconsistency and equipment proliferation will inevitably result in a poor experience for the end
users as IT staff struggle to remotely manage and maintain so many systems.
And remote sites often come with service quality problems built-in. Industrial sites, small retail
outlets and international offices can all suffer from poor quality internet connectivity, limited
appropriate locations to physically locate IT infrastructure, and, inherent in being remote, they
may be difficult to get to in order to carry out on-site maintenance.
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Zynstra Solution
How can your business avoid the proliferation of inconsistent, unreliable, and expensive-tomaintain IT systems?
Zynstra’s Cloud Managed Server Appliances are tightly integrated compute, storage, networking
and virtualization platforms deployed on-site. Pre-integrated with cloud services and managed
remotely from the cloud, they provide an efficient, flexible and consistent Hybrid IT solution for
remote offices and branch offices.

Cloud Managed Server
IaaS Containers

Resilient Cluster

✔ Windows or Linux
✔ Virtual machines
✔ Self managed

✔ High availability
✔ Enhanced SLA
✔ Scale storage

Network Gateway

Managed Applications

✔ DNS/DHCP
✔ Web proxy/cache
✔ Content & web filtering

✔ Kept current
✔ SPLA licensed

User Identity Mgmt

Cloud Management
Platform & Integration

Multi-Site

✔ Active directory
✔ Single sign-on
✔ User console

✔ VPN connected
✔ Standard internet
or MPLS

Local Security

Cloud Backup &
Disaster Recovery

File & Print Mgmt

✔ Firewall
✔ Anti-virus
✔ Instrusion detection

✔ Local print services
✔ User/group file system
✔ Local backup

Automatic Updating

Office 365 Integration

✔ Auto configured
✔ Curated patching
✔ Partner managed

Web Based Console
✔ Multi-tiered
✔ Health monitoring
✔ Role based admin

✔ SSO synchronization
✔ Data backup to IT
Applicance

Dashboard Employees Departments Shares

Your Company Dashboard

SSO to Applications
✔ Cloud credentials
from on-site master

With a range of appliances and flexible deployment options to meet your organizations need to
balance on-premises and cloud IT, Zynstra is able to address a range of use-cases for branch IT,
including:

•
•
•
•
•

Core IT server functions including user authentication, file storage, printer sharing and network security
Supporting PCI-DSS with enterprise-grade VLAN, security and access control
Server and application consolidation
Data distribution or local caching
A choice of CPU, memory and disk array configurations in a hyperconverged platform for flexible
compute, storage and network function resource allocation

Zynstra’s Cloud Managed Server Appliances are pre-staged at manufacture with your
configuration, making set-up for your new site a simple process, just requiring physical
installation and migration of users, data and local applications.
It can work behind an existing MPLS network or, where there isn’t one, a Zynstra appliance at
each site is securely networked using IPSEC over the public Internet.
Apart from the technical challenge of delivering multi-site IT, the economics have to stack-up too.
Where remote offices are branches of a much larger organization, it may be assumed that
traditional enterprise IT solutions are the answer. Often though, what is good for serving a
head-office of five hundred users is often overpriced or overly complex for a branch of one
hundred users.
Zynstra delivers enterprise-grade IT for a predictable, subscription price that is cost-effective
for even the smallest branch.

Zynstra Enterprise Branch IT | Solution Brief

Key Features
Zynstra’s Cloud Managed Server Appliances comprize a unique combination of hardware,
software and services that offer a range of benefits unavailable from off-the-shelf servers or
proprietary enterprise solutions.

Trusted software and hardware
Zynstra’s appliances are based on a consistent software platform combined with carefully
selected and validated HPE ProLiant hardware.

Keep Current IT
Zynstra’s unique Keep Current service ensures the on-site IT remains consistent over the months
and years after installation. A solution that scales with your organization. No more IT refresh, no
upfront capital investment and we will replace hardware when it reaches end of life.

Virtualization platform
Virtualized storage, security and on-premises private cloud compute resources for applications
and network functions (NFV).
Appliances are available with a range of CPU, RAM and storage volumes. Each appliance uses
Zynstra’s unique virtualization platform to allocate resources depending on the role and workload
of the appliance.
Convergence minimizes the physical footprint on the on-premises IT and provides a single
platform for management of all IT and network services.

Secure IT
Zynstra’s appliances employ robust enterprise security features, with the added benefit of
sophisticated Security Information and Event Management, intrusion detection and anti-virus
processes.
On-premises security can include a dedicated WAN Gateway including next-generation firewall
and web filter, or this function can be delegated to the organization’s existing centralized gateway
via a secure MPLS network.

Business continuity
Appliances are built with enterprise-grade HPE ProLiant hardware and benefit from resilient disk
arrays, backed by a care pack for next business day repair.
Cloud backup, disaster recovery and dual-server high-availability options are also available.

Network Performance
Where sites have limited WAN bandwidth or intermittent outages, Zynstra applies a number of
techniques to minimize the impact of poor broadband service quality.
Organizations get to choose how much data and how many applications are deployed in
the cloud or on-premises. For sites with poor connectivity, deploying more IT on-premises
is a sensible solution, and can co-exist with cloud based solutions without the loss of
centralized control.
Remote management of appliances can be achieved over limited bandwidth connections, even
via dial-up connections in emergency situations.
Zynstra’s backup procedure is highly optimized to minimize the volume of daily file uploads, and
is able to use all available bandwidth at a low priority so as not to impact business use of the WAN.

Rapid installation
Pre-staged by Zynstra, and self-configuring once connected to the WAN, on-site IT can be
up-and-running in minutes, not hours.
If ever required, software and data can be restored rapidly from local backup, cloud backup or
centrally held gold-images. Entire new appliances can be rebuilt to the organization’s standard
configuration, minimizing the risk of downtime.
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Maintenance free IT
Zynstra appliances are self-monitoring, running hundreds of tests per hour, and self-healing,
able to reboot components if necessary.
Patch and feature updates are rolled-out using Zynstra unique procedures that test, stage and
then incrementally deploy updates across multiple sites. Any issues identified by the updates
result in roll-back of effected sites and pauses the update process for pending sites, minimizing
the otherwise common risk of downtime due to incompatible software updates.

Pay Per Month
The flexible pay-per-month OPEX model eliminates large, and potentially prohibitive CAPEX
expenditure and improves total cost of ownership.

Cloud Management Platform
Zynstra’s Cloud Management Platform provides a comprehensive RMM solution that allows
hundreds of appliances to be monitored from a single seat.
The results of two hundred automatic tests, on every appliance, every few minutes are collated
and presented to administrators via a web-based interface providing a service monitoring
dashboard with the ability to drill in to the test results and status of individual IT services.

About Zynstra
Zynstra is a software company, committed to delivering highly affordable enterprise grade IT which is simple to buy, deploy and use. Our unique
solution delivers hybrid IT as a service, enabling customers to choose the right blend of local and cloud IT to scale with their business, without
the need for expensive future upgrades, all managed and kept up to date via the cloud. Zynstra are the winners of the 2015 IT Industry Awards for
Infrastructure Innovation of the Year.
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